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INTRODUCTION

The Enterprise Management Console (EMC) software allows you to auto-discover, manage
and monitor all Cyber Switching products connected to your network infrastructure from one
intuitive, IP-based management interface without introducing specialized hardware in your

network infrastructure.

System Requirements

The EMC is designed to run entirely in software and has support for all major platforms.
There are four components to the framework, each with different minimum system

requirements:

WEB SERVER

Number of Concurrent Requests*:
Operating System:

Processor Speed:

Available RAM:

Available Disk Space:

Web Server:

PHP:

Supported Browsers:

50

Windows or Linux

1GHz

512 MB

250 MB

Apache 2.2.4 or later

5 (5.2.3 or later recommended)
Mozilla Firefox 2 or later
Microsoft Internet Explorer 7 or later
Opera 9.25 or later

SNMP TRAP SERVER
Number of Devices Monitored*:
Operating System:

Processor Speed:

Available RAM:

Available Disk Space:

100

Windows or Linux
1 GHz

512 MB

50 MB

CRON SERVER

Number of Devices Monitored*;
Operating System:

Scan Interval:

Processor Speed:

Available RAM:

Available Disk Space:

100

Windows or Linux
10 minutes

1 GHz

1GB

50 MB

DATABASE SERVER
Supported Database Types:

System Requirements:

MySQL 5.x or Microsoft SQL Server 2005 or
later
See your DBMS for requirements

* These values reflect the number supported by the listed system specifications. If your system has
specifications that exceed the ones above, you may be able to support more requests or devices per server.
Actual values will vary depending on your particular hardware, network design, and features enabled on the

EMC.
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Installing and Configuring the EMC

Refer to the EMC Installation Guide (Windows XP/Server 2003 or Linux version) for

instructions on how to install and configure the EMC. The following must be installed and
configured before proceeding:

Apache web server
PHP

EMC code

SNMP trap server
Cron server

Database Management System
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USERS AND GROUPS

This chapter discusses the following:

Different types of user roles

Local database authentication
Adding, editing and deleting a user
Adding, editing and deleting a group

Assigning permissions to folder, devices and templates

User Roles

Users of the EMC can have one of two roles: “admin” or “regular”. The
“admin” is responsible for the base configuration and maintenance of the
EMC itself. There are four permissions available:

Read
Write
Delete
Execute

To what degree a “regular” user has access to a folder, template or
device is dependent upon the permission assigned to them. For more
information on permissions and privileges, refer to the Permissions
section later in this chapter.

Local Database Authentication

Local Database Authentication is generally used in systems with 100
users or less, and is a proprietary-based database containing user
information that is verified whenever the user accesses the EMC.
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User Administration
Admins can create individual user profiles for each person requiring

access to the EMC. All user/profile management is performed from the
User Maintenance screen.

Adding a User

Admins are the only ones who can create new users. To add a new user,
do the following:

1. Click User Maintenance from the Setup tab to bring up the User
Maintenance screen.

2. Click Add User from the toolbar.

A screen similar to the following appears:

Enterprise Management Console

Overview Reports B0

System Add User
Group Maintenance
Username: | |
Devices/Folders [ Administrator
Templates
2 Full Name: | |
E-mail Address: | |

Default Command: | Metwork Map »

Password: | |

{Enter a password to resst)

[ Save Changes ” Reset Form ” Cancel ]

3. Enter a unique username, full name, e-mail address and password
into the appropriate fields.




Caution! The username cannot be changed once saved. All other
fields are editable. See Editing a Profile .

4. Select Network Map or Alert List from the Default Command pull-
down menu. Whichever screen is selected will be the default view
whenever the user logs in.

5. Click in the Administrator box if the user is to have full admin
privileges. A checkmark appears.

6. Click Save Change s when done.

Editing a User Profile

User profiles can be edited by an admin or the individual user. A “regular”
user cannot edit another user’s profile. To edit a user profile, do the

following:

1. Click User Maintenance from the Setup tab to bring up the User
Maintenance screen..

2. Click on the name of the user to edit. One of the following Edit Profile
screens appear, depending upon the role of the user:




Admin View Non-Admin View
3. Change the desired field(s). Note that the Username cannot be
edited.

4. ADMINS ONLY: Click in the Administrator box to give the user
admin privileges.

5. ADMINS ONLY: Check in the member’s box next to the desired group
to add the user to that group as a member.

See Adding a Group later in this manual for more information on
creating a group.

6. Click Save Changes when done.
Deleting a User

Admins are the only ones who can delete users from the EMC. To delete
a user, do the following:

1. Click User Maintenance from the Setup tab to bring up the User
Maintenance screen..




2. Click on the name of the user to delete. The profile for that user
appears.

3. Click Delete User from the toolbar.

4. Click Delete User again from the confirmation screen (or Cancel to abort
deleting the user).

CAUTION! Once a user profile has been deleted, it cannot be
restored.

Group Administration




Admins can create groups to better organize all of the users on their EMC.
All group management is performed from the Group Maintenance screen.

Adding a Group

Admins are the only ones who can create new groups. To add a new group,
do the following:

1. Click Group Maintenance from the Setup tab to bring up the Group
Maintenance screen.

2. Click Add Group from the toolbar.

A screen similar to the following appears:

3. Enter a name for the group and a short description of it.

4. Click Create Group when done.

Editing a Group

Admins can better organize the access to their EMC by assigning individual
users to one or more groups. This can be done within the properties of each

group. To assign users to a group, do the following:

1. Click Group Maintenance from the Setup tab to bring up the Group
Maintenance screen.




2. Click on the name of the group to edit. The Edit Group screen appears.

Change the group name or description, if needed.

4. A list of all users on the system appears under the Username column in
addition to a checkbox indicating whether or not they belong to the group
being edited.

5. Click in the checkbox next to each user to add to the group being edited.
6. Click Save Changes when done.

Deleting a Group




Administrators are the only ones who can delete users from the EMC. To
delete a user, do the following:

1. Click Group Maintenance from the Setup tab to bring up the Group
Maintenance screen.

2. Click on the name of the group to delete. The profile for that group
appears:

3. Click Delete Group from the toolbar.

4. Click Delete Group again from the confirmation screen (or Cancel to
abort deleting the user).

CAUTION! Once a group profile has been deleted, it cannot be
restored.

10



Lightweight Directory Access Protocol

Lightweight Directory Access Protocol (LDAP) is an Internet standard
protocol used by applications to access user information in a directory via an
external authentication scheme.

User Administration

With LDAP, user accounts are automatically added to the EMC the first time
a user logs in using the username and password assigned to their LDAP
user account.

In addition, admins can create individual user profiles from the User
Maintenance screen within the EMC.

Adding a User

User accounts under LDAP can either be manually added to the EMC or
automatically added the first time a user logs in.

Admins are the only ones who can manually add new users. To add a new
user, do the following:

1. Click User Maintenance from the Setup tab to bring up the User
Maintenance screen.

2. Click Add User from the toolbar. A screen similar to the following
appears:

3. From the Add User screen appears, enter a unigue username, full name
and e-mail address into the appropriate fields.

11



Caution! The username cannot be changed once saved. All other
fields are editable. See Editing a User Profile .

4. Select Network Map or Alert List from the Default Command pull-down

menu. Whichever screen is selected will be the default view whenever
the user logs in.

5. Click in the Administrator box if the user is to have full administrator
privileges. A checkmark appears.

6. Click Save Changes when done.

Editing a User Profile

User profiles can be edited by the admin or the individual user. A “regular”
user cannot edit another user’s profile. To edit a user profile, do the
following:

1. Click User Maintenance from the Setup tab to bring up the User
Maintenance screen..

2. Click on the name of the user to edit. One of the following Edit Profile
screens appear, depending upon the role of the user:

12



Admin View Non-Admin View

3. Change the desired field(s). Note that the Username cannot be edited.

ADMINS ONLY: Click in the Administrator box to give the user admin
privileges.

5. ADMINS ONLY: Check in the member’s box next to the desired group to
add the user to that group as a member.

See Adding a Group later in this manual for more information on creating
a group.

6. Click Save Changes when done.
Deleting a User

Administrators are the only ones who can delete users from the EMC. To
delete a user, do the following:

1. Click User Maintenance from the Setup tab to bring up the User
Maintenance screen.

13



2. Click on the name of the user to delete. The profile for that user appears.

3. Click Delete User from the toolbar.

4. Click Delete User again from the confirmation screen (or Cancel to abort
deleting the user).

CAUTION! Once a user profile has been deleted, it cannot be
restored.

14



Group Administration

Administrators can create groups to better organize all of the users on their
EMC. All group management is performed from the Group Maintenance
screen.

Adding a Group

Admins are the only ones who can create new groups. To add a new group,

do the following:

1. Click Group Maintenance from the Setup tab to bring up the Group
Maintenance screen.

2. Click Add Group from the toolbar.

A screen similar to the following appears:

3. Enter a name for the group and a short description of it.

4. Click Create Group when done.

Editing a Group

Administrators can better organize the access to their EMC by assigning
individual users to one or more groups. This can be done within the

properties of each group. To assign users to a group, do the following:

1. Click Group Maintenance from the Setup tab to bring up the Group
Maintenance screen.

15



2. Click on the name of the group to edit. The Edit Group screen appeatrs.

Change the group name or description, if needed.

4. A list of all users on the system appears under the Username column in
addition to a checkbox indicating whether or not they belong to the group
being edited.

5. Click in the checkbox next to each user to add to the group being edited.
6. Click Save Changes when done.

16



Deleting a Group

Administrators are the only ones who can delete users from the EMC. To
delete a user, do the following:

1. Click Group Maintenance from the Setup tab to bring up the Group
Maintenance screen.

2. Click on the name of the group to delete. The profile for that group
appears:

3. Click Delete Group from the toolbar.

4. Click Delete Group again from the confirmation screen (or Cancel to
abort deleting the user).

CAUTION! Once a group profile has been deleted, it cannot be
restored.

17



Permissions

Granular permissions may be set to allow or prevent users or groups of
users from seeing specific details or taking certain actions.

As mentioned earlier, the admin is the only user who has full privileges
(“permissions”) to create, delete and access all folders, devices, and
templates in the EMC. A “regular” user can have varying degrees of access
to a folder, template or device, depending upon the permission assigned to
them.

The following “permissions” are available for each folder, device, and
template in the EMC:

Read
Write
Delete
Execute

Assigning Permissions

The folder, device and template permissions screens look similar to the one
below:

All users and groups in the EMC are displayed with a default setting of
(none) . In addition, a Requestor (Default) setting is available which allows
permissions for all users/groups to be assigned in one quick step.

18



The following shows how to assign permissions in general. For information
on assigning permissions to a specific Cyber Switching device, refer to the
appendix for your particular device.

1. To assign permissions individually by user or group, select Yes or No
from the pull-down menu under the desired privilege (Read, Write,
Delete or Execute) next to the desired user or group.

2. To assign permissions to all users at once, leave all permissions as
(none), and select Yes or No from the pull-down menu under the desired
privilege next to (Default) under Requestor . Any entry of (none) means
the permission used for that requestor/role will default to the setting
assigned to the Requestor .

Note: A Yes or No setting under an individual user or group overrides
whatever the Requestor (Default) setting is.

3. Click Save Permissions when done.

Folder Permissions

Each folder on the Network Map, including the parent folder, can be
assigned permissions, allowing “regular” users or groups varying levels of
access and abilities to them.

A “Yes” permission for either the parent folder or any subfolder allows a user
to do the following with folders:

Read Write Delete Execute
View folders Add subfolders Delete folders Load Shed
------- Edit folders

------- Assign permissions

------- Assign templates

Parental Inheritance Structure

Any permission assigned to a folder will be applied to all subfolders below it.
For example, if a user is assigned read and write privileges to the “Cyber
Switching EMC” root folder, as shown in the example below, the user will
automatically be assigned read and write privileges to the “Asia”, “Australia”,
“Europe”, “Japan”, “South America” and “U.S.A.” subfolders as well:

19



Likewise, any permission assigned to the “U.S.A.” subfolder will also be
assigned to the “California”, “Florida”, “New York”, and “Texas” subfolders as
well.

However, permissions assigned to a specific subfolder will overwrite the
parent folder permissions. For example, any permissions given to the “Florida”
folder above will override the permissions assigned to it in the “U.S.A.” parent
folder.

To assign permissions to the root folder, click on Permissions from the
home page on the Network Map and follow the instructions under Assigning
Permissions earlier in this chapter.

To assign permissions to a subfolder, navigate to the desired folder and
double-click on it. Click Permissions and follow the instructions under
Assigning Permissions earlier in this chapter.

Note: If the Permissions option doesn’t appear within a folder, then you
don’t have the access required to assign privileges to it.

Device Permissions

All circuits and outlets in each device on the EMC can be assigned
permissions, giving or limiting their access to each user or group.

A “Yes” permission allows a user to do the following with devices:

20



Read

View devices

Write

Add devices

Delete

Delete devices

Execute

Control devices

View
outlets/circuits

Edit device properties

Use Load Shed

Assign permissions

Edit outlet properties

To assign permissions to a device, click on a device from the Network Map,
and click Permissions from its toolbar.

Note: If the Permissions option doesn’t appear within a device, then you
don’t have the access required to assign privileges to it. A user requires
write privileges from an admin to assign permissions.

For information on adding a specific Cyber Switching device, refer to the
appendix for your particular device.

Template Permissions

All templates on the EMC can be assigned permissions, giving or limiting
their access to each user or group.

A “Yes” permission allows a user to do the following with templates:

Read

Write

Edit templates

Delete

Delete templates

Execute

Assign templates

Assign permissions
To assign permissions to a template, do the following:

Click Templates from the Setup tab.

Click on any available template.

Click Permissions and follow the instructions under Assigning
Permissions earlier in this chapter.

Note: If the Permissions option doesn’t appear within a device, then you
don’t have the access required to assign privileges to it. A user requires
write privileges from an admin to assign permissions.

For more information on templates, refer to the Configuration Templates
chapter in this manual.

21



THE NETWORK MAP

This chapter discusses the following:

Basic navigation
Adding, editing and deleting a folder

Adding, editing and deleting a device

Basic Navigation

The network map provides the means of navigating around the EMC and
organizing all of the devices in it. Clicking Network Map from the Overview
tab will display all folder and devices that are in the parent folder.

Users may define a custom folder hierarchy in which to organize and
manage their units. The network map allows a user to visually browse and
identify problems quickly.

In the example below, “Cyber Switching EMC” is the parent folder and
contains six subfolders and two devices.

22



In addition, a toolbar appears displaying any commands available to the user
based on the permissions assigned to them (see Permissions in Chapter 1 .)

Folder Administration

Subfolders can be created under a folder and devices added to them to
better organize the EMC. Permissions can be added to each folder to allow
or prevent access from other users (see Permissions in Chapter 1 .)

A “Yes” permission for either the parent folder or any subfolder allows a user
to do the following with folders:

Read

View folders

Write

Add subfolders

Delete

Delete folders

Execute

Load Shed

Edit folders

Assign permissions

------- Assign templates

Adding a Subfolder

Subfolders can be created by an admin or any user with write privileges. Do
the following to create a subfolder:

Click Network Map from the Overview tab.

2. Browse to the folder which will contain the new subfolder. You can also
search for a folder using the Search feature on the Overview tab.

3. Click Add Subfolder from the toolbar. The following screen appears:

Note: If the Add Subfolder option is not available on the toolbar, then
you don’t have write privileges to create folders (see Permissions in
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Chapter 1.)

4. Enter a name for the subfolder under Caption . Up to 64 characters can
be used.

5. Select a location for the subfolder from the Parent Folder pull-down
menu. The last folder viewed will be selected by default.

6. Click Create Folder when done.

Editing a Folder

An admin or users with write privileges can edit the root folder or a
previously created subfolder by doing one of the following:

1. Click Network Map from the Overview tab.

2. Browse to the subfolder to edit and click on it. You can also search for a
folder using the Search feature on the Overview tab.

3. Click Edit Folder from the toolbar. One of the following screen appears,
depending on whether you are editing the root folder or a subfolder:

Root folder Subfolder

Note: If the Edit Folder option is not available on the toolbar, then you don’t
have write privileges to edit folders (see Permissions in Chapter 1.)

4. Rename the folder and/or change the folder location.
5. Click Edit Folder when done.

Deleting a Subfolder

An admin or any user with delete privileges can delete a subfolder. Do the
following to delete a subfolder:

1. Click Network Map from the Overview tab.
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2. Browse to the subfolder to delete and click on it. You can also search for
a folder the Search feature on the Overview tab.

3. Click Delete Folder from the toolbar. The following confirmation screen

appears.

Note: If the Delete Folder option is not available on the toolbar, then you
don’t have delete privileges (see Permissions in Chapter 1 .)

4. Click Delete Folder again. The folder and any subfolders and devices in
it will be deleted.

CAUTION! Once a folder has been deleted, it and anything in it
cannot be restored.

Device Administration

Devices are added either manually or by using EMC’s auto-discovery
feature. Permissions can be added to each device to allow or prevent access
from other users (see Permissions in Chapter 1 .)

A “Yes” permission allows a user to do the following with devices:

Read

View devices

Write

Add devices

Delete

Delete devices

Execute

Control devices

View
outlets/circuits

Edit device properties

Use Load Shed

Assign permissions

Edit outlet properties

The EMC can manage the following Cyber Switching devices:

Dualcom
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Dualcom S
M Series

PM8

In addition, a Virtual Power Distribution Unit (Virtual PDU™) can be created
which allows a user to combine the functionality of separate Power
Distribution Units (PDUSs) into a single, user-managed “virtual” interface. See
Appendix C for more information.

The following describes in general how to add, edit and delete a device. For
detailed instructions for any of the above Cyber Switching devices, refer to
the appendix for your particular device.

Adding a Device

An admin or any user with write privileges can add devices manually or by
using auto discovery.

Manually Adding a Device

Devices can be manually added to either the parent folder or in any
previously created subfolder by doing the following:

Click Network Map from the Overview tab.

2. Browse to the folder which will contain the new device. You can also
search for a folder using the Search feature on the Overview tab.

3. Click Add Device from the toolbar. The following screen appears:

Note: If the Add Device option is not available on the toolbar, then you
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4,
5.

don’t have write privileges to add devices (see Permissions in Chapter
1))

Select the type of device to add from the Device Type pull-down menu.

Click Select Type .

For information on adding a specific Cyber Switching device, refer to the
appendix for your particular device.

Using Auto-Discovery to Add a Device

Dualcom S and PM8 devices can be added to either the parent folder or in
any previously created subfolder using Auto-Discovery by doing the
following:

5.

Click Network Map from the Overview tab.

Browse to the folder which will contain the new device. You can also
search for a folder using the Search feature on the Overview tab.

Click Add Device from the toolbar. The following screen appeatrs:

Note: If the Add Device option is not available on the toolbar, then you
don’t have write privileges to add devices (see Permissions in Chapter
1.)

Select the type of device to add from the Device Type pull-down menu.

Note: Only Dualcom S and PM8 devices can be added using auto-
discovery. Auto-discovery does not work with regular Dualcom or M
series devices.

Click Auto-Discover .

For information on adding a specific Cyber Switching device, refer to the
appendix for your particular device.

Editing a Device
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An admin or any user with write privileges can edit devices. Each device
type may have additional properties that can be changed. For more
information, see the appendix for your particular device.

Do the following to edit the properties of a device:

1. Click Network Map from the Overview tab.

2. Browse to the folder which contains the desired device. You can also
search for a folder, device or outlet/circuit using the Search feature on
the Overview tab.

3. Click on the device to edit.

The profile for the device selected appears.

4. Click Permissions from the toolbar to assign privileges to the device for
each user. See Permissions in Chapter 1 for more information.

DO

Note: If the Edit Device option is not available on the toolbar, then you
don’t have write privileges to edit devices (see Permissions in Chapter
1.)

5. Click Edit Device .

Deleting a Device

An admin or any user with delete privileges can delete devices. Do the
following to delete a device:

Click Network Map from the Overview tab.

2. Browse to the folder which contains the device. You can also search for
a device using the Search feature on the Overview tab.

3. Click on the device to delete.

The profile for the device selected appears.

4. Click Delete Device from the toolbar. The following confirmation screen
appears:
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Note: If the Delete Device option is not available on the toolbar, then
you don’t have delete privileges (see Permissions in Chapter 1.)

5. Click Delete Device again to remove the device.
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ALERTS

This chapter discusses the following:

Tracking/viewing alerts using the Network Map
Tracking/viewing alerts using the Alert List
Modifying a service request

Closing an alert

The EMC facilitates day-to-day maintenance tasks by providing real-time
alarm monitoring and detailed event logs for all devices appearing on the
network map.

A “Yes” permission for a device allows a user to do the following with alerts:
Read Write Delete Execute

View alerts Close alerts e e

------- Add notes to alerts

A device can be setup to provide an alert if its amp usage exceeds or falls
below a pre-determined amount for a pre-determined grace period. Refer to
the Alerts section of your specific device in the appendix for information on
setting up an alert.

Tracking Alerts Using the Network Map

All devices on the network map will always be in one of three states:

Ok: Device is working properly
Warning: Any condition which does not pose a safety hazard
or serious concern.
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Critical: Any condition which represents a major concern,
safety hazard, or loss of communication.

If a device is working properly, “OK” will appear as the status next to its icon.
If any problems are detected, “OK” will change to “Warning” or “Critical”,
depending on the severity.

To view the specifics about a warning, click on a device with an alert to
display its properties. The date and time the alert was detected and a brief
message is displayed under Open Alerts at the bottom of the properties
screen.

Note: Clicking on Details displays a View Alert page where you can add
comments, request a service request or close the alert. See the Modifying a
Service Request and Closing an Alert sections later in this chapter for more
information.

Tracking Alerts Using the Alert List

As an alternative to visually browsing the network map for problems, the
Alert List can be used to view a list of known problems on the network. All
events on the list can be sorted to help identify the most critical problems.

To view the Alert List, click on Alert List from the Overview tab. A screen
similar to the following appears:
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The following can be done from this screen:

Click on a device under the Device column to view the properties for
that device.

Click Details to display a View Alert page where you can add
comments, request a service request or close the alert. See the
Submitting a Service Request and Closing an Alert sections later in
this chapter for more information.

Sort devices by severity, time opened or device by clicking on the
Sev(erity), Time Opened , or Device column headers.

Modifying a Service Request

The EMC provides a “notepad” feature on each View Alert page where
service requests can be created to aid in the correction of an alert and to
track the resolution of a problem.

1 . To access a View Alert page, do one of the following:

d.. Click Alert List from the Overview tab, then click Details
from a device with an alert.

b. Navigate to a device on the Network Map that has either an
open or closed alert and select it. Click Details next to the
alert to modify.

2 . Once the View Alert screen opens, click in the bottom window of the
notepad and enter a message.

32



3. Click Add Note when done. The message is dated and displayed in the
top window.

Closing an Alert

An alert can be closed via the Alert List or from within the properties of a
device. An admin or user with write privileges can close an alert.

To close an alert, do the following:

1 . Access the View Alert screen of the device whose alert you want to close
by doing one of the following:

d.. Click Alert List from the Overview tab, then click Details from
the device to close.
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b. Navigate to the desired device from the Network Map and select
it. Click Details next to the alert to close.

2 . Once the View Alert screen opens, click Close Alert from the toolbar.

3. The information on the page will be updated and a note added in the
Notes field detailing the closing of the alert. You can also add your own
note by following the instructions in the previous section.

Once an alert is closed, it is moved from the Open Alerts list to the
Closed Alerts list on the device properties page, as shown below.
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LOAD SHEDDING

Load shedding is the turning off of equipment for the purpose of reducing the
total amount of energy used when the demand is greater than the supply.

Cyber Switching outlets and circuits can be pre-defined as candidates for
load shedding events. “Non-critical” devices can be turned off during a
demand/response period. When the demand/response period is over, the
devices can be turned back on individually or all at once.

An admin or a user with execute privileges can facilitate a Load Shed event.
To select “critical” devices that will not be affected by a Load Shed event, do
the following:

1 . Click Network Map from the Overview tab.

2 . Navigate to the device to configure and click on it. You can also search
for a device using the Search feature on the Overview tab. The
properties for that device appeatrs.

3. Click Edit Device from the toolbar to bring up the Device Edit screen. At
the bottom of this screen are the settings used for Load Shedding.

4. Click in the Critical checkbox in each outlet/circuit that should remain on
during a Load Shed event. A checkmark appears indicating that
outlet/circuit will not shutdown when a Load Shed event is run.
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5. Click Save Settings . The Critical column on the View Device screen will
display Y or N indicating whether not that circuit/outlet was selected as

“critical”.

Start a Load Shed event by doing one of the following:

From the Network Map, click Load Shed from the toolbar to begin
Load Shedding for all devices on your system.

Select a specific device or folder and click Load Shed from the
toolbar to begin Load Shedding for that device or just the devices in
the folder selected.

Note: Turning on, off or rebooting an outlet/circuit within a device during a
Load Shed event will override the event.

End a Load Shed event by doing one of the following:

From the Network Map, click Restore from Shed from the toolbar to
turn off Load Shedding and restore all devices on your system to
their status prior to the Load Shedding event being run.

Click Restore from Shed from a toolbar within a specific device or
folder to turn off Load Shedding in that device or folder only.
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CONFIGURATION TEMPLATES

This chapter discusses the following:

Creating a template
Editing a template
Deleting a template

Assigning a template

As an alternative to setting values for each device or individual outlet or
circuit, templates can be created and assigned to any folder or device
allowing for mass configuration of device settings.

The following describes in general how to create, edit, delete, and assign a
template. For detailed instructions on how to create a template or assign one
to a specific Cyber Switching device, refer to the appendix for your particular
device.

Creating a Template

Templates can only be created by an admin. Do the following to create a
template:

1. Click Templates from the Setup tab.

2. Click Add Template from the toolbar. The following screen appears:
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Note: If the Add Template option is not available on the toolbar, then
you don’t have the privileges to create templates (see Permissions in
Chapter 1.)

Enter a name for the template under Template Name .

Select the type of device the template is being created for from the
Device Type pull-down menu.

5. Click Create Template when done.

For information on creating a template for a specific Cyber Switching device,
refer to the appendix for your particular device.

Editing a Template

Templates can be edited by an admin or any user with write privileges.

Do the following to edit the properties of a device:

1 . Click Templates from the Setup tab.

2 . Click on the template to edit. The properties for that template appears
(shown is a template for a Dualcom device):
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3. Rename the template or change any values, if needed.

4. Click Permissions from the toolbar to assign privileges to the template

for each user, if needed. See Permissions in Chapter 1 for more
information.

5. Click Saving Settings when done.

Deleting a Template

Templates can be deleted by an admin or any user with delete privileges.

Do the following to delete a template:

1 . Click Templates from the Setup tab.

2 . Click on the template to delete. The properties for that template will
appear (shown is a template for a Dualcom device). Click Delete
Template from the toolbar.

Note: If the Delete Template option is not available on the toolbar, then

you don’t have the privileges to delete templates (see Permissions in
Chapter 1)

3 . Click Delete Template from the confirmation screen to remove the
template from the system.
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Assigning a Template

Templates can be assigned to a device or the folder it resides in. Any
template assigned to a folder will be applied to all subfolders and devices
contained in it.

For example, if a template is assigned to the “Cyber Switching EMC” parent
folder, as shown in the example below, the template will automatically be
applied to all devices found in the “Asia”, “Australia”, “Europe”, “Japan”,
“South America” and “U.S.A.” subfolders as well:

Likewise, any template assigned to the “U.S.A.” subfolder will also be
assigned to any device found in the “California”, “Florida”, “New York”, and
“Texas” subfolders as well.
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However, a template assigned to a specific subfolder will overwrite the
template settings assigned to the parent folder. For example, a template
assigned to the “Florida” folder above will override any template settings
assigned to the “U.S.A.” parent folder.

Admins or users with write access can assign templates. Assign a template
to a folder or device by doing the following:

1 . Click Network Map from the Overview tab.

2 . Browse to the device (or folder containing the device or devices) you
want to apply a template to. You can also search for a folder, device or
outlet using the Search feature on the Overview tab.

3 . Click Templates from the toolbar to open the Apply Templates screen.

4. All available templates appear in the Available Templates column.
Highlight the template(s) to use and click > to move them into the
Associated Templates column. Highlight a template and click < to
return it to the Available Templates column.

5 . If more than one template appears in the Associated Templates
column, like in the example below, the template at the top of the list will
be applied first. To move a template up or down the list, click + or -.
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6. Click Apply and Exit to assign the template(s) listed under Associated
Templates , or Exit without Apply to exit with out any changes being
made.
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USAGE REPORTS

Data logging for a Cyber Switching device can be enabled to allow the
monitoring, storing and analysis of device-specific data on command. The
data is used to generate a report that calculates electrical usage for a user-
defined period of time.

The following describes in general how to setup and generate a usage
report. For detailed instructions on a specific Cyber Switching device, refer to
the appendix for your particular device.

To generate a usage report, do the following:

1. Click Usage Report from the Reports tab.

2 . Select a device from the Device pull-down menu.

3 . Click Select Device .

For information on generating a usage report for a specific Cyber Switching
device, refer to the appendix for your particular device.
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APPENDIX A —
Dualcom/Dualcom S/M Series

Device Administration

Dualcom devices are added either manually or by using EMC’s auto-
discovery feature. Permissions can be added to each device to allow or
prevent access from other users (see Permissions later in this appendix for
more information.)

A “Yes” permission allows a user to do the following with devices:

Read

View devices

Write

Add devices

Delete

Delete devices

Execute

Control devices

View outlets

Edit device properties

Use Load Shed

Assign permissions

Edit outlet properties

The EMC can manage the following Dualcom devices:

Dualcom
Dualcom S

M Series
Adding a Dualcom Device
An admin or any user with write privileges can add devices.
Manually Adding a Dualcom Device

Devices can be manually added to either the parent folder or in any
previously created subfolder by doing the following:

1 . Click Network Map from the Overview tab.

2 . Click Add Device . The following screen appeatrs:
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Note: If the Add Device option is not available on the toolbar, then you
don’t have write privileges to add devices (see Permissions in Chapter 3
for more information.)

. Select Dualcom from the Device Type pull-down menu.

. Click Select Type . The following screen appears:

. Add a title for the device of up to 16 characters under Caption .

. Select a folder location for the Dualcom device from the Parent Folder

pull-down menu. All previously created subfolders will appear in the list.

. Specify the location of the device by entering the Network Address and

SNMP Community string in the appropriate fields.

. Ensure that the local PDU administrator username and password appear

in their respective fields only if you want to use the EMC to track it.

. Click in the Apply the parent folder’'s templates  checkbox if you want

the templates assigned to the folder the device is in to apply to the
device as well (refer to Dualcom Configuration Templates later in this
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appendix for more information about creating and assigning templates).
A checkmark appears.

10 . Click Add Device when done. The device will automatically be added
to the folder selected in step 6.

Using Auto-Discovery to Add a Dualcom Device

Dualcom S devices can be added to a folder using Auto-Discovery by doing
the following:

1 . Click Network Map from the Overview tab.

2 . Browse to the folder which will contain the new Dualcom device. You can
also search for a folder using the Search feature on the Overview tab.

3. Click Add Device from the toolbar. The following screen appears:

Note: If the Add Device option is not available on the toolbar, then you
don’t have write privileges to add devices (see Permissions in Chapter 3
for more information.)

4. Select Dualcom from the Device Type pull-down menu.

Note: Only Dualcom S devices can be added using auto-discovery.
Auto-discovery does not work with regular Dualcom or M series devices.
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5. Click Auto-Discover . The following screen appears:

6. Select a folder location for the device from the Parent Folder pull-down
menu. All previously created subfolders will appear in the list.

7 . Enter an IP address or range to search in the Addresses to Probe field
(for example, “192.168.1.1, 192. 168.1.2" or CIDR “192.168.1.0/24").

A Note About CIDR: Classless Inter-Domain Routing (CIDR) provides a more
flexible and efficient means to allocate and specify
Internet addresses. Subnet masks represented in CIDR
format indicate the number of consecutive 1's from the
most-significant bit to the least-significant bit. In the
example above, /24 is equivalent to a subnet mask of
255.255.255.0.

8. Enter the SNMP Community string in the SNMP Community field.

9 . Click Start Probe to begin the discovery process. Each new device
found will automatically be added to the folder selected in step 6.

Editing a Dualcom Device

Dualcom devices can be edited from either the View Device or Edit Device
screen by an admin or anyone with write privileges.

The following can be done from the View Device screen:

Turn an outlet on/off (requires execute privileges)

47



Reboot an outlet (requires execute privileges)
View alert details

Close an alert

Do the following to edit a device from the View Device screen:

1 . Click Network Map from the Overview tab.

2 . Browse to the folder which contains the device. You can also search for
a folder using the Search feature on the Overview tab.

3. Click on the Dualcom device to edit.

The View Device screen appears displaying the profile of the device.

1. Click On, Off, or Reboot to turn an outlet on, off or to reboot it.

Note: The “state” of an outlet will appear green when on, and dark when

off.

2. Click Details nextto an open or closed alert to view it (see Alerts later in

this appendix for more information.)
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Changes to the Dualcom device can also be made from the Edit Device
screen which can be accessed from the View Device page. In addition to
changing the settings entered when the Dualcom device was created, the
following can also be done:

Enable/Disable data logging

Rename an outlet

Change the voltage

Enable/Disable Virtual Circuit Breaker™
Set High and Low current alert ranges
Configure Load Shedding

Do the following to edit a device from the Edit Device screen:

1 . Click Edit Device from the View Device toolbar. The Edit Device screen
for the Dualcom device selected will be displayed:

Note: If the Edit Device option is not available on the toolbar, then you
don’t have write privileges to add devices (see Permissions later in this
appendix for more information.)

2 . Rename the device or an outlet, select a different parent folder, or
change any device information entered when you initially created the
device.
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3. Setup an alert by entering a maximum voltage limit as well as high and
low current boundaries (see Alerts later in this appendix for more
information).

4. Click Permissions from the toolbar to assign privileges to the device for
each user. See Permissions later in this appendix for more information.

O

5. Click Save Settings when done.

Deleting a Dualcom Device

Dualcom devices can be deleted by an admin or any user with delete
privileges. Do the following to delete a device:

1 . Click Network Map from the Overview tab.

2 . Browse to the folder which contains the device. You can also search for
a folder or device using the Search feature on the Overview tab.

3 . Click on the Dualcom device to delete.

The profile for the device selected appears.

4. Click Delete Device from the toolbar. The following confirmation screen
appears:

Note: If the Delete Device option is not available on the toolbar, then
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you don’t have the privileges to delete devices (see Permissions later in
this appendix.)

5. Click Delete Device again to remove the Dualcom device.
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Dualcom Alerts

The EMC facilitates day-to-day maintenance tasks by providing real-time
alarm monitoring and detailed event logs for all devices appearing on the
network map.

A “Yes” permission for a device allows a user to do the following with alerts:
Read Write Delete Execute

View alerts Closealerts | e | e

------- Add notes to alerts

Trap Server

An SNMP trap is a naotification event issued by a managed device to the
network management station when a significant event occurs, such as a
specifically defined condition being met or a threshold that was reached.

For an SNMP trap to be sent, a Trap Host IP address must be entered in the
SNMP setup screen of the device itself. Refer to the Dualcom User Manual
or Dualcom S User Manual for more information.

Setting Up a Dualcom Alert

A device can be setup to provide an alert if its amp usage exceeds or falls
below a pre-determined amount for a pre-set grace period. The Virtual
Circuit Breaker™ (see Setting Up the Virtual Circuit Breaker™ later in this
section) can be used to not only provide an alert, but to turn off the affected
outlet as well.

Do the following to setup an alert for one or more outlets in a Dualcom
device:

1 . Click Network Map from the Overview tab.

2 . Browse to the folder which contains the desired Dualcom device. You
can also search for a folder or device using the Search feature on the
Overview tab.

3 . Click on the Dualcom device to edit.

The profile for the device selected appears.
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4. Click Edit Device from the toolbar. The Edit Device screen for the
Dualcom device selected will be displayed:

Note: If the Edit Device option is not available on the toolbar, then you
don’t have write privileges to add devices (see Permissions later in this
appendix for more information.)

5. Enter a current limit in the “High Current Alert” Bound box and a grace
period time (in ms) in the “High Current” Grace Period box. To have an
alert sent if the current rises above the limit entered for longer than the
grace period time, click in the Enabled checkbox. A checkmark appears.
Repeat for all desired outlets.

6 . Enter a current limit in the “Low Current Alert” Bound box and a grace
period time (in ms) in the “Low Current” Grace Period box. To have an
alert sent if the current falls below the limit entered for longer than the
grace period time, click in the Enabled checkbox. A checkmark appeatrs.
Repeat for all desired outlets.

7 . Click Save Settings when done.
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If an alert occurs, the status of a device will turn from “OK” to “Warning” or
“Critical”, depending on the severity:

Warning: Any condition which does not pose a safety hazard
or serious concern.
Critical: Any condition which represents a major concern,

safety hazard, or loss of communication.

To view the specifics about a warning, click on the Dualcom device with the
alert to display its properties. The date and time the alert was detected and a
brief message is displayed under Open Alerts at the bottom of the
properties screen.

Clicking on Details displays a View Alert page where you can add
comments, request a service request or close the alert. See the Modifying a
Service Request and Closing an Alert sections later in Chapter 3 for more
information.

Setting Up the Virtual Circuit Breaker™

The Virtual Circuit Breaker™ (VCB) monitors each outlet on Dualcom
devices, so if one is pulling too much current, only that outlet is tripped
(turned off).

The VCB is not designed to protect against short circuits or major over
current conditions. If a circuit is shorted or if the current is too high above
the limit, the primary or branch circuit breaker may still trip.
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Enabling the VCB trips (turns off) an outlet if the current goes over the limit
set in the “High Current Alert” Bound box.

Do the following to enable the VCB:

1 . Click Network Map from the Overview tab.

2 . Browse to the folder which contains the desired Dualcom device. You
can also search for a folder, device or outlet using the Search feature on
the Overview tab.

3 . Click on the Dualcom device to edit.

The profile for the device selected appears.

4. Click Edit Device from the toolbar. The Edit Device screen for the
Dualcom device selected will be displayed:

Note: If the Edit Device option is not available on the toolbar, then you
don’t have write privileges to add devices (see Permissions in Chapter
1.)
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5. Enter a current limit in the “High Current Alert” Bound box and a grace
period time (in ms) in the “High Current” Grace Period box.

6 . Click in the Virtual Circuit Breaker™ Enabled checkbox. A checkmark
appears.

7 . Click Save Settings when done.

For information on tracking or closing an alert, or modifying a service
request, refer to Chapter 3 in this user manual.

Dualcom Permissions

Some or all outlets in each Dualcom device on the EMC can be assigned
permissions, giving or limiting their access to each user or group. The
following “permissions” are available for each Dualcom device in the EMC:

Read
Write
Delete
Execute

The following explains how to assign permissions to a Dualcom device. For
more information on permissions, and instructions on assigning permissions
to folders or templates, refer to Permissions in Chapter 1.

A “Yes” permission allows a user to do the following with Dualcom devices:

Read Write Delete Execute
View devices Add devices Delete devices Control devices
View outlets  Edit device properties - Use Load Shed

------- Assign permissions

------- Edit outlet properties

An admin or user with write privileges can assign permissions. Do the
following to assign permissions to a device:
1. Click Network Map from the Overview tab.

2. Browse to the folder containing the desired device. You can also search
for a folder or device using the Search feature on the Overview tab.
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3. Click Permissions from the toolbar.

O

Note: If the Permissions option doesn’t appear within a device, then
you don’t have the access required to assign privileges to it.

4. A window similar to the following appears:

All outlets for the device selected are displayed, with all user/groups
assigned with a default setting of (none). In addition, a “default” setting is
available which allows permissions for all outlets to be assigned in one quick
step.

Assign permissions by doing one of the following:

1. To assign user/group permissions for all outlets at once, select Yes or
No from the pull-down menu under the desired privilege (Read, Write,
Delete or Execute) for Device and leave all outlet settings at (none) . Any
entry of (hone) means the permission used on an outlet for a will default
to the Device (parent) permissions.

2. To assign user/group permissions for an individual outlet, select Yes or
No from the pull-down menu under the desired privilege (Read, Write,
Delete or Execute) for the chosen outlet. A Yes or No setting in an outlet
will override the “default” setting under Device.

3. Click Save Permissions when done.
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Dualcom Configuration Templates

As an alternative to setting values for each Dualcom device or individual
outlet, templates can be created and assigned to any Dualcom device
allowing for mass configuration of device settings.

This section explains how to create a template for a Dualcom device. For

information on editing, deleting and assigning templates, refer to Chapter 5
in this user manual.

Creating a Dualcom Configuration Template

Templates can only be created by an admin. Do the following to create a
template for a Dualcom device.

1 . Click Templates from the Setup tab.

2 . Click Add Template from the toolbar. The following screen appears:

3. Enter a name for the template under Template Name .

4. Select Dualcom from the Device Type pull-down menu.

5. Click Create Template . A screen similar to the following appears:
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The following device values can be selected or configured in each
template created for a Dualcom device:

- System Location - SMTP Server

- System Contact - SMTP Recipient Address
- Date/Time - SMTP Originator Address
- Timezone Offset - SMTP Subject Line

- Use Daylight Savings Time - Stagger On Time

- Use NTP for Date/Time - Stagger Off Time

- NTP Server 1 - Power On Mask

- NTP Server 2 - Reboot Delay Time

- Syslog Server - Reboot Off Time

- Syslog Facility

- Syslog Level

- Send Logs via SMTP

The following values for each individual outlet can be selected or
configured in each template created for a Dualcom device:

- Caption

- Estimated Voltage

- Critical Load

- Enable Virtual Circuit Breaker™
- Enable High Current Alerts

- High Current Alert Boundary

- High Current Alert Grace Period
- Enable Low Current Alerts

- Low Current Alert Boundary

- Low Current Alert Grace Period

- Reboot Delay Time

- Reboot Off Time

6 . Enter values for the above in any or all available outlets listed.

7 . Click Save Settings when done.




Dualcom Usage Reports

Data logging for a Dualcom device can be enabled which allows for the
monitoring, storing and analysis of device-specific data on command. The
data is used to generate a report that calculates electrical usage for a user-
defined period of time.

To generate a usage report, data logging must be enabled prior to the period

of time a report will be generated for. Do the following to activate data
logging and generate a usage report:

1 . Click Network Map from the Overview tab.

2 . Browse to the Dualcom device you want to generate a report for and
select it. The View Device screen appears.

3. Click Edit Device. The Edit Device screen appears.
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Note: If the Edit Device option is not available on the toolbar, then you
don’t have write privileges to edit devices (see Permissions later in this
appendix for more information.)

4. Click in the Data Logging Enabled box. A checkmark appears, indicating
that data logging has been activated.

5. Click Usage Report from the Reports tab.

6. Select a Dualcom device that has data logging enabled from the Device
pull-down menu.

7 . Click Select Device . The Usage Report setup screen appears.
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8. Do the following to setup a Usage Report:

d.. Select one or more outlets from the Outlet window. Use the
CTRL key to choose multiple outlets. Highlight (All) to select
all outlets.

b. Enter a start date and end date in the Date Range boxes,
indicating the period of time you wish the report to be
generated. Use the MM/DD/YYYY format.

Important! Make sure data logging has been running on the
device prior to the dates selected above (see steps 1-4
above).

C. Enter atime range representing the peak hours in your area
in the Peak Period boxes.

d . Enter the Peak Rate and Non-peak Rate costs in their
respective boxes.

9 . Click Generate Report . A report similar to the following appears,
showing the estimated energy cost during peak and non-peak hours in
the date range entered, based upon the rates inputted earlier:
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APPENDIX B — PM8 Series

Device Administration

PM8 devices are added either manually or by using EMC'’s auto-discovery
feature. Permissions can be added to each device to allow or prevent access
from other users (see Permissions later in this appendix for more
information.)

A “Yes” permission allows a user to do the following with devices:

Read Write Delete Execute
View devices Add devices Delete devices Control devices
View circuits  Edit device properties = - Use Load Shed

——————— Assign permissions

——————— Edit circuit properties

Adding a PM8 Device

An admin or any user with write privileges can add devices.
Manually Adding a PM8 Device

Devices can be manually added to either the parent folder or in any
previously created subfolder by doing the following:

1 . Click Network Map from the Overview tab.

2 . Click Add Device . The following screen appeatrs:

Note: If the Add Device option is not available on the toolbar, then you
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don’t have write privileges to add devices (see Permissions in Chapter 3
for more information.)

3. Select PM8 from the Device Type pull-down menu.

4. Click Select Type . The following screen appears:

5. Add a title for the device of up to 16 characters under Caption .

6.
7.

Select a folder location for the PM8 device from the Parent Folder pull-
down menu. All previously created subfolders will appear in the list.

Specify the location of the device by entering the Network Address and
SNMP Community string in the appropriate fields.

. Ensure that the local PDU administrator username and password appear

in their respective fields only if you want to use the EMC to track it.

. Click in the Apply the parent folder’'s templates  checkbox if you want

the templates assigned to the folder the device is in to apply to the
device as well (refer to PM8 Configuration Templates later in this
appendix for more information about creating and assigning templates).
A checkmark appears.

10 . Click Add Device when done. The device will automatically be added

to the folder selected in step 6.

Using Auto-Discovery to Add a PM8 Device

PM8 devices can be added to a folder using Auto-Discovery by doing the
following:
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1 . Click Network Map from the Overview tab.

2 . Click Add Device from the toolbar. The following screen appears:

Note: If the Add Device option is not available on the toolbar, then
you don’t have write privileges to add devices (see Permissions in
Chapter 3 for more information.)

3. Select PM8 from the Device Type pull-down menu.

4. Click Auto-Discover . The following screen appears:

5. Select a folder location for the device from the Parent Folder pull-down
menu. All previously created subfolders will appear in the list.

6. Enter an IP address or range to search in the Addresses to Probe field
(for example, “192.168.1.1, 192. 168.1.2" or CIDR “192.168.1.0/24").
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A Note About CIDR: Classless Inter-Domain Routing (CIDR) provides a more
flexible and efficient means to allocate and specify
Internet addresses. Subnet masks represented in CIDR
format indicate the number of consecutive 1's from the
most-significant bit to the least-significant bit. In the
example above, /24 is equivalent to a subnet mask of
255.255.255.0.

7 . Enter the SNMP Community string in the SNMP Community field.

8. Click Start Probe to begin the discovery process. Each new device
found will automatically be added to the folder selected in step 6.

Editing a PM8 Device

PM8 devices can be edited from either the View Device or Edit Device
screen by an admin or anyone with write privileges.

The following can be done from the View Device screen:

* Turn a circuit on/off (requires execute privileges)
* Reboot a circuit (requires execute privileges)
*  View alert details

* Close an alert

Do the following to edit a device from the View Device screen:

1 . Click Network Map from the Overview tab.

2 . Browse to the folder which contains the device. You can also search for
a folder using the Search feature on the Overview tab.

3. Click on the PM8 device to edit.

The View Device screen appears displaying the profile of the device.
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3. Click On, Off, or Reboot to turn a circuit on, off or to reboot it.

Note: The “state” of a circuit will appear green when on, and dark when
off.

4. Click Details next to an open or closed alert to view it (see Alerts later in
this appendix for more information.)

Changes to the PM8 device can also be made from the Edit Device screen
which can be accessed from the View Device page. In addition to changing
the settings entered when the PM8 device was created, the following can
also be done:

Enable/Disable data logging

Rename a circuit

Change the voltage

Change the scale factor

Enable/Disable Virtual Circuit Breaker™
Set High and Low current alert ranges
Configure Load Shedding

Do the following to edit a device from the Edit Device screen:

1 . Click Edit Device from the View Device toolbar. The Edit Device screen
for the PM8 device selected will be displayed:
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Note: If the Edit Device option is not available on the toolbar, then you
don’t have write privileges to add devices (see Permissions later in this
appendix for more information.)

. Rename the device or a circuit, select a different parent folder, or change
any device information entered when you initially created the device.

. Enter a scale factor number in the Scale Factor box. The Scale Factor
allows a customer to monitor various types of electrified currents (1@ vs.
3@) over a large range (up to 3200A). Refer to the PM8 User Manual for
more information on determining a scale factor number.

. Setup an alert by entering a maximum voltage limit as well as high and
low current boundaries (see Alerts later in this appendix for more
information).

. Click Permissions from the toolbar to assign privileges to the device for
each user. See Permissions later in this appendix for more information.

O

. Click Save Settings when done.
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Deleting a PM8 Device

PM8 devices can be deleted by an admin or any user with delete privileges.
Do the following to delete a device:

1 . Click Network Map from the Overview tab.

2 . Browse to the folder which contains the device. You can also search for
a folder or device using the Search feature on the Overview tab.

3. Click on the PM8 device to delete.

The profile for the device selected appears.

4. Click Delete Device from the toolbar. The following confirmation screen
appears:

Note: If the Delete Device option is not available on the toolbar, then
you don’t have the privileges to delete devices (see Permissions later in
this appendix for more information.)

5. Click Delete Device again to remove the PM8 device.
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PM8 Alerts

The EMC facilitates day-to-day maintenance tasks by providing real-time
alarm monitoring and detailed event logs for all devices appearing on the
network map.

A “Yes” permission for a device allows a user to do the following with alerts:
Read Write Delete Execute

View alerts Closealerts | e | e

------- Add notes to alerts

Trap Server

An SNMP trap is a naotification event issued by a managed device to the
network management station when a significant event occurs, such as a
specifically defined condition being met or a threshold that was reached.

For an SNMP trap to be sent, a Trap Host IP address must be entered in the

SNMP setup screen of the device itself. Refer to the PM8 User Manual for
more information.

Setting Up a PM8 Alert

A device can be setup to provide an alert if its amp usage exceeds or falls
below a pre-determined amount for a pre-set grace period. The Virtual
Circuit Breaker™ (see Setting Up the Virtual Circuit Breaker™ later in this
section) can be used to not only provide an alert, but to turn off the affected
circuit as well.

Do the following to setup an alert for one or more circuits in a PM8 device:

1 . Click Network Map from the Overview tab.

2 . Browse to the folder which contains the desired PM8 device. You can
also search for a folder or device using the Search feature on the
Overview tab.

3. Click on the PM8 device to edit.

The profile for the device selected appears.
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4. Click Edit Device from the toolbar. The Edit Device screen for the PM8
device selected will be displayed:

Note: If the Edit Device option is not available on the toolbar, then you
don’t have write privileges to add devices (see Permissions later in this
appendix for more information.)

5. Enter a current limit in the “High Current Alert” Bound box and a grace
period time (in ms) in the “High Current” Grace Period box. To have an
alert sent if the current rises above the limit entered for longer than the
grace period time, click in the Enabled checkbox. A checkmark appears.
Repeat for all desired circuits.

6 . Enter a current limit in the “Low Current Alert” Bound box and a grace
period time (in ms) in the “Low Current” Grace Period box. To have an
alert sent if the current falls below the limit entered for longer than the
grace period time, click in the Enabled checkbox. A checkmark appears.
Repeat for all desired circuits.

7 . Click Save Settings when done.
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If an alert occurs, the status of a device will turn from “OK” to “Warning” or
“Critical”, depending on the severity:

Warning: Any condition which does not pose a safety hazard
or serious concern.
Critical: Any condition which represents a major concern,

safety hazard, or loss of communication.

To view the specifics about a warning, click on the PM8 device with the alert
to display its properties. The date and time the alert was detected and a brief
message is displayed under Open Alerts at the bottom of the properties
screen.

Clicking on Details displays a View Alert page where you can add
comments, request a service request or close the alert. See the Modifying a
Service Request and Closing an Alert sections in Chapter 3 for more
information.

Setting Up the Virtual Circuit Breaker™

The Virtual Circuit Breaker™ (VCB) monitors each circuit on PM8 devices,
so if one is pulling too much current, only that circuit is tripped (turned off).

The VCB is not designed to protect against short circuits or major over
current conditions. If a circuit is shorted or if the current is too high above
the limit, the primary or branch circuit breaker may still trip.
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Enabling the VCB trips (turns off) a circuit if the current goes over the limit
set in the “High Current Alert” Bound box.

Do the following to enable the VCB:

1 . Click Network Map from the Overview tab.

2 . Browse to the folder which contains the desired PM8 device. You can
also search for a folder, device or circuit using the Search feature on the
Overview tab.

3. Click on the PM8 device to edit.

The profile for the device selected appears.

4. Click Edit Device from the toolbar. The Edit Device screen for the PM8
device selected will be displayed:

Note: If the Edit Device option is not available on the toolbar, then you
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don’t have write privileges to add devices (see Permissions in Chapter

1)

5. Enter a scale factor number in the Scale Factor box. The Scale Factor
allows a customer to monitor various types of electrified currents (12 vs.
39) over a large range (up to 3200A). Refer to the PM8 User Manual for

more information on determining a scale factor number.

6. Enter a current limit in the “High Current Alert” Bound box and a grace

period time (in ms) in the “High Current” Grace Period box.

7 . Click in the Virtual Circuit Breaker™ Enabled checkbox. A checkmark

appears.

8. Click Save Settings when done.

For information on tracking or closing an alert, or modifying a service
request, refer to Chapter 3 in this user manual.

PM8 Permissions

Some or all circuits in each PM8 device on the EMC can be assigned
permissions, giving or limiting their access to each user or group. The
following “permissions” are available for each PM8 device in the EMC:

Read
Write
Delete
Execute

The following explains how to assign permissions to a PM8 device. For more
information on permissions, and instructions on assigning permissions to

folders or templates, refer to Permissions in Chapter 1.

A “Yes” permission allows a user to do the following with PM8 devices:

Read

View devices

Write

Add devices

Delete

Delete devices

Execute

Control devices

View circuits

Edit device properties

Use Load Shed

Assign permissions

Edit circuit properties

An admin or user with write privileges can assign permissions. Do the
following to assign permissions to a device:

1. Click Network Map from the Overview tab.
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2. Browse to the folder containing the desired device. You can also search
for a folder or device using the Search feature on the Overview tab.

3. Click Permissions from the toolbar.

D

Note: If the Permissions option doesn’t appear within a device, then
you don’t have the access required to assign privileges to it.

4. A window similar to the following appears:

All circuits for the device selected are displayed, with all user/groups
assigned with a default setting of (none). In addition, a “default” setting is
available which allows permissions for all circuits to be assigned in one step.

Assign permissions by doing one of the following:

4. To assign user/group permissions for all circuits at once, select Yes or
No from the pull-down menu under the desired privilege (Read, Write,
Delete or Execute) for Device and leave all circuit settings at (none).
Any entry of (none) means the permission used on a circuit for a will
default to the Device (parent) permissions.

5. To assign user/group permissions for an individual circuit, select Yes or
No from the pull-down menu under the desired privilege (Read, Write,
Delete or Execute) for the chosen circuit. A Yes or No setting in a circuit
will override the “default” setting under Device.

6. Click Save Permissions when done.
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PM8 Configuration Templates

As an alternative to setting values for each PM8 device or individual circuit,
templates can be created and assigned to any PM8 device allowing for mass
configuration of device settings.

This section explains how to create a template for a PM8 device. For
information on editing, deleting and assigning templates, refer to Chapter 5
in this user manual.

Creating a PM8 Configuration Template

Templates can only be created by an admin. Do the following to create a
template for a PM8 device.
1 . Click Templates from the Setup tab.

2 . Click Add Template from the toolbar. The following screen appears:

3. Enter a name for the template under Template Name .

4. Select PM8 from the Device Type pull-down menu.

5. Click Create Template . A screen similar to the following appears:
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The following device values can be selected or configured in each
template created for a PM8 device:

- System Location - SMTP Server

- System Contact - SMTP Recipient Address
- Date/Time - SMTP Originator Address
- Timezone Offset - SMTP Subject Line

- Use Daylight Savings Time - Stagger On Time

- Use NTP for Date/Time - Stagger Off Time

- NTP Server 1 - Power On Mask

- NTP Server 2

- Syslog Server

- Syslog Facility

- Syslog Level

- Send Logs via SMTP

The following values for each individual circuit can be selected or
configured in each template created for a PM8 device:

- Caption

- Estimated Voltage

- Scale Factor

- Critical Load

- Enable Virtual Circuit Breaker™
- Enable High Current Alerts

- High Current Alert Boundary

- High Current Alert Grace Period
- Enable Low Current Alerts

- Low Current Alert Boundary

- Low Current Alert Grace Period

- Reboot Delay Time

- Reboot Off Time

6 . Enter values for the above in any or all available circuits listed.




7 . Click Save Settings when done.

PM8 Usage Reports

Data logging for a PM8 device can be enabled which allows for the
monitoring, storing and analysis of device-specific data on command. The
data is used to generate a report that calculates electrical usage for a user-
defined period of time, helping estimate future electrical usage for that PM8
device or circuit.

To generate a usage report, data logging must be enabled prior to the period

of time a report will be generated for. Do the following to activate data
logging and generate a usage report:

1 . Click Network Map from the Overview tab.

2 . Browse to the PM8 device (or folder containing the PM8 device or
devices) you want to generate a report for and select it. The View Device
screen appears.

3. Click Edit Device. The Edit Device screen appears.

79



Note: If the Edit Device option is not available on the toolbar, then you
don’t have write privileges to edit devices (see Permissions earlier in this
appendix for more information.)

4. Click in the Data Logging Enabled box. A checkmark appears, indicating
that data logging has been activated.

5. Click Usage Report from the Reports tab.

6. Select a PM8 device with data logging enabled from the Device pull-
down menu.

Note: Make sure the PM8 device chosen has Data Logging enabled
(see steps 1-4).

7 . Click Select Device . The Usage Report setup screen appears.
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8. Do the following to setup a Usage Report:

d.. Select one or more circuits from the Circuit window. Use the
CTRL key to choose multiple circuits. Highlight (All) to select
all circuits.

b. Enter a start date and end date in the Date Range boxes,
indicating the period of time you wish the report to be
generated. Use the MM/DD/YYYY format.

Important! Make sure data logging has been running on the
device prior to the dates selected above (see steps 1-4
above).

C. Enter a time range representing the peak hours in your area
in the Peak Period boxes.

d . Enter the Peak Rate and Non-peak Rate costs in their
respective boxes.

9 . Click Generate Report . A report similar to the following appears,
showing the estimated energy cost during peak and non-peak hours in
the date range entered, based upon the rates inputted earlier:
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APPENDIX C — Virtual PDU™

A Virtual PDU™ allows the user to create a logical Power Distribution Unit
(PDU) that combines the real elements and functionality of separate PDUs
into a single, user-managed “virtual” interface. Virtual PDU™ is patent
pending technology developed by Cyber Switching to simplify power
management. It allows you to categorize disjoint outlets based on common
or intended use, rather than physical location.

A Virtual PDU™ device can contain a combination of circuits and/or outlets
from any supported Cyber Switching device.

Device Administration

An admin or any user with write privileges can add a Virtual PDU™ device to
the Network Map.

Adding a Virtual PDU™

A Virtual PDU™ device can be added to either the parent folder or in any
previously created subfolder by doing the following:

1 . Click Network Map from the Overview tab.

2 . Click Add Device . The following screen appeatrs:

Note: If the Add Device option is not available on the toolbar, then you
don’t have write privileges to add devices (see Permissions in Chapter 1
for more information.)

3. Select Virtualpdu from the Device Type pull-down menu.

4. Click Select Type . The following screen appears:
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5. Add a title for the Virtual PDU™ device of up to 64 characters under
Caption .

6. Select a folder location for the Virtual PDU™ device from the Parent
Folder pull-down menu. The root folder and all previously created
subfolders will appear in the list.

7 . Click in the Apply the parent folder’'s templates  checkbox if you want
the templates assigned to the folder the “real” device is in to apply to the
Virtual PDU™ device as well. A checkmark appears.

8 . Click Add Device when done. The device will automatically be added to
the folder selected in step 6.

Populating a Virtual PDU™ Device

A Virtual PDU™ device can contain a combination of circuits and/or outlets
from any of the following supported Cyber Switching devices:

Dualcom

Dualcom S

M Series

PM8
Adding a Circuit/Outlet to a Virtual PDU™  Device

To add a circuit or outlet to an existing Virtual PDU™ device, do the
following:

1 . Click Network Map from the Overview tab.
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2 . Browse to the folder which contains the desired Virtual PDU™ device.
You can also search for a folder using the Search feature on the
Overview tab.

3. Click on the Virtual PDU™ device to populate.

The View Device screen appears.

4. Click Edit Device from the View Device screen.

5 . Click Add New Outlet from the Edit Device screen.

6. Select a Cyber Switching device from the Real Device pull-down menu.

Note: Each time a real device is selected, click Select to update the
circuit/outlet list.
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7 . Select the desired circuit/outlet from the Real Outlet or Real Circuit pull-
down menu.

8. Click Add Outlet or Add Circuit to add the outlet/circuit to the Virtual
PDU™,

Removing a Circuit/Outlet from a Virtual PDU™  Device

To remove a circuit or outlet from an existing Virtual PDU™ device, do the
following:

1 . Click Network Map from the Overview tab.

2 . Browse to the folder which contains the desired Virtual PDU™. You can
also search for a folder using the Search feature on the Overview tab.

9 . Click on the desired Virtual PDU™,

The View Device screen appears.
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3. Click Edit Device . The Edit Device screen appears:

4. Click Delete under the column of the circuit/outlet to remove. Note that
the circuit/outlet will not be deleted from the “real” Cyber Switching
device. It is only being removed from the Virtual PDU™,

Editing a Virtual PDU™ Device
The circuits/outlets assigned to a Virtual PDU™ device can be controlled

from the View Device screen by an admin or anyone with write privileges in
the following ways:

Turn a circuit/outlet on/off (requires execute privileges)
Reboot a circuit/outlet (requires execute privileges)

Edit device attributes

Do the following to edit a VDPU device from the View Device screen:

1 . Click Network Map from the Overview tab.

2 . Browse to the folder which contains the device. You can also search for
a folder using the Search feature on the Overview tab.

3. Click on the VDPU to edit.
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The View Device screen appears.

5. Click On, Off, or Reboot to turn a circuit on, off or to reboot it.

Note: The “state” of a circuit will appear green when on, and dark when
off.

The attributes of a circuit/outlet assigned to a Virtual PDU™ can be made
from the Edit Device screen, The following can be done:

Rename the Virtual PDU™ outlet/circuit
Change the location of the Virtual PDU™
Rename the outlet/circuit

Change the voltage

Activate Load Shedding

Delete an outlet/circuit

Do the following to edit the attributes of a Virtual PDU™:

1. From the View Device screen, click on Edit Device .

2. The Edit Device screen will be displayed:
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Rename the name of the Virtual PDU™ device under Caption .

Change the location of the Virtual PDU™ device by selecting a folder
from the Parent Folder pull-down menu.

5. Rename the circuit/outlet in the box next to Caption under the desired
outlet/circuit column.

6. Change the voltage amount in the box next to Voltage under the desired

outlet/circuit column.

7. Activate Load Shedding by clicking in the Critical box under the desired
outlet/circuit column. Refer to Chapter 4 for more information on “Load
Shedding”.

8. Click Save Settings when done.

Deleting a Virtual PDU™ Device

Virtual PDU™ devices can be deleted by an admin or any user with delete
privileges. Do the following to delete a Virtual PDU™ device:
1 . Click Network Map from the Overview tab.

2 . Browse to the folder which contains the device. You can also search for
a folder or device using the Search feature on the Overview tab.

3 . Click on the Virtual PDU™ device to delete.

The profile for the device selected appears.
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4. Click Delete Device from the toolbar.

The following confirmation screen appears:

Note: If the Delete Device option is not available on the toolbar, then
you don’t have the privileges to delete devices (see Permissions later in
this appendix for more information.)

5. Click Delete Device again to remove the Virtual PDU™ device.

Virtual PDU™ Alerts

Alerts cannot be created or generated within a Virtual PDU™ environment.
However, any alerts for a “real” device still apply.

Virtual PDU™ Permissions

A Virtual PDU™ device on the EMC can be assigned permissions, giving or
limiting their access to each user or group.

Note: Assigning permissions to a Virtual PDU™ device does not affect the
permissions assigned to the circuit/outlet within the “real” device. Those
permissions still apply, but the permissions set here determine what
permissions a user has within the Virtual PDU™ device.

The following “permissions” are available for each Virtual PDU™ device in
the EMC:

Read
Write
Delete
Execute
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The following explains how to assign permissions to a Virtual PDU™ device.
For more information on permissions, and instructions on assigning
permissions to folders or templates within the “real” device, refer to
Permissions in Chapter 1.

A “Yes” permission allows a user to do the following with Virtual PDU™

devices:
Read

View devices

Write

Add devices

Delete

Delete devices

Execute

Control devices

View circuits

Add circuits/outlets

Remove
circuits/outlets

Use Load Shed

Edit device properties

Assign permissions

An admin or user with write privileges can assign permissions. Do the
following to assign permissions to a device:

1. Click Network Map from the Overview tab.

2. Browse to the folder containing the desired device. You can also search
for a folder or device using the Search feature on the Overview tab.

3. Click Permissions from the toolbar.

Note: If the Permissions option doesn’t appear within a device, then

O

you don’t have the access required to assign privileges to it.

A window similar to the following appears:
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All circuits/outlets for the device selected are displayed, with all user/groups
assigned with a default setting of (none). In addition, a “default” setting is
available which allows permissions for all circuits to be assigned in one step.

Assign permissions by doing one of the following:

1. To assign user/group permissions for all circuits/outlets at once, select
Yes or No from the pull-down menu under the desired privilege (Read,
Write, Delete or Execute) for Device and leave all circuit/outlet settings
at (none). Any entry of (none) means the permission used on a circuit
for a will default to the Device (parent) permissions.

2. To assign user/group permissions for an individual circuit or outlet, select
Yes or No from the pull-down menu under the desired privilege (Read,
Write, Delete or Execute) for the chosen circuit/outlet. A Yes or No
setting in a circuit/outlet will override the “default” setting under Device .

3. Click Save Permissions when done.

Virtual PDU™ Configuration Templates and
Usage Reports
Configuration templates and usage reports cannot be created or generated

within a Virtual PDU™ environment. However, any template or usage report
created within a “real” device still apply.
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